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1
Decision/action requested

This pCR proposes a solution to address KI#1 in TR 33.870.
2
References

[1]
3GPP TR 33.870, ‘Study of privacy of identifiers over radio access’.
3
Rationale

This pCR provides a solution to address KI#1 in TR 33.870.
4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.870
*****Start of Change 1*****
6.A
Solution #A: Use of fixed length identifiers to protect against anonymity set reduction
6.A.1
Introduction 

The solution addresses KI#1.

Based on 23.003 Clause 2.2A, a SUPI type can be network specific identifier (NSI), and in such case the NSI takes the form of a Network Access Identifier (NAI) (i.e., username@realm) as defined in TS 23.003 Clause 28.7.2. 

If the identifier in the username is variable length, then extremem differences in the length of the identify may give way for the threats discussed in the Key issue#1, therefore this solution proposes to configure and use an additional identifier with fixed length (for the NSI based SUPIs) to be used for the SUCI generation and related use for the network access.  
6.A.2
Solution details

The UE can be configured by the operator with an additional fixed length identifier (i.e., a digital identifier) for the NAI SUPI (e.g., in the existing system, the Operator need to configure the UE with routing ID, and other information related to SUCI generation. So, similar methods can be reused for the digital identifier configuration). The fixed length digital identifier generation/assignment is upto the Operators implementation.

For NAI based SUPI, if the UE is provisioned with a fixed length digital identifier, then the UE can use the fixed length digital identifier as the username part of NAI for SUCI generation. The SUCI construction related to scheme Output can be same as described in TS 33.501, but the SUPI type should be set as digital identifier based NSI type. 

The Home network on receiving the SUCI with SUPI type indicating ‘digital identifier based NSI type’, deconceals the SUCI as in TS 33.501, fetches the SUPI (i.e., NAI SUPI) related to a fixed length digital identifier and continues with the existing authentication procedure defined in 33.501.
Editor’s Note: This solution may need to be updated to align with the KI once the ENs in the KI is resolved.
6.A.3
Evaluation


Editor’s Note: Potential complexity in the CN (UDM) is FFS.
*****End of Change 1*****
